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Abstract: Cloud computing is commonly used with data mining techniques. Security is still
the major concern in case of databases in cloud or DataCloud. Major privacy issues arise in
public clouds since they are open to all for services. These privacy issues can be solved
according to me by creating user access policies. Data mining is important for business field
also. It has focus on understanding the objectives of the project and requirements of
business, and then converting this knowledge into a data mining problem definition. There
are security issues related to data mining attacks in cloud computing. Form a preliminary
plan to design and achieve the security objectives. But Cloud computing comes into
perspective only when you think about the needs of IT sector: a way to improve potential or
add abilities on the fly without making an investment in new facilities, coaching new
employees, or certification new application. Reasoning processing involves any subscription-
based or pay-per-use support that, immediately over the Online, expands IT's current
abilities.
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1. INTRODUCTION

Cloud computing is a concept for large number of computers connected with each other so
that hosted services can be delivered over the Internet. Clouds can be private, public for
use, community or a combination of any of these. Various associations are picking as an
elective to building their specific IT base to have databases or programming so the
association may have entry to its data and customizing over the Internet. The use of Cloud
Computing is getting conspicuousness due to its transportability, enormous approachability
and insignificant expense. It joins matrix registering, utility processing, virtualization, and
software bunching and so on. Distributed computing blankets a share of the thoughts of
conveyed, framework and utility registering. Cloud is by and large a virtualization of assets
that administers and oversees itself. The cloud computing is fundamentally entering the

assets and administrations required to perform capacities with alterably evolving
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requirements. The administration engineer appeals access from the cloud instead of a
particular endpoint or named asset.

1.1 DATA MINING IN CLOUD

Extracting hidden patterns or information which can be very valuable from large data
centers is data mining. This technology helps companies to keep their focus on crucial
information in their data warehouses which were otherwise neglected. The tools used for
mining make future predictions and trend behaviors by enabling businesses to control
situations even before they occur by making proactive decisions based on knowledge
discovery. The automatic analyses of data provided by data mining tools now-a-days can
easily be declared better than the analyses of past events done by decision support systems.
Traditional methods are not very effective now as the size and complexity of datasets has
increased. Automatic data processing which can also be indirect has been added in data
analysis. Some other inventions in computer science field like cluster analysis, neural
networks, genetic algorithms (1950s), decision trees (1960s) and support vector machines
(1990s) also added to this. When these methods are applied to data sets to find hidden
patters or forecasting, it is referred to as data mining.

Raw data is collected and transitioned into valuable data. To sort through this raw data and
to identify the forms or patterns and then establishing relationships between them is data
mining. Different parameters for data mining which discover different patterns include
association, classification, clustering, forecasting, sequence or path analysis. Data mining in
cloud computing is to deduce or extract useful information from scattered or unstructured
sources of data from web. It is applicable in various fields like student management,
hospitals, scientific observations and various other places. Services which are secure and
efficient can be provided to users of any organization if the storage of data and
management of software is centralized in that organization. It can easily be found that how
some data mining tools like SaaS, PaaS and laaS are used in cloud to extract useful
information. It is used in business field for almost all types of research like marketing,
technical and patent research. Any cloud can be a provider for natural processing system for
languages. Some leading cloud computing providers are Amazon Web Services, OpenStack,
Windows Azure.

Data mining tools search in forums about different topics to build lists and other
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information is obtained. These services are also used by companies to check what type of
reviews and news are floating in the internet world regarding services and products
provided by them. Then the data they get helps these companies to take action about their
products as required. An information retrieval practical model has been proposed which
uses data mining in a cloud computing environment through a multi-agent system. It is
important to protect the data centers because cloud is all about virtualization and sharing of
resources. So it is important to know which user has access to which service. Data mining
algorithms and their various applications make the work of multi-agent systems a lot easier
to retrieve meaningful information. It should also be kept in mind by the users that the
requests they make to the data warehouse should also be simple and clear. When data
mining tools are used on large data sets in cloud for a long time, it has positive as well as
negative effects. Positive effects include giving warnings and other forecasting about future
trends and would be problems. Negative effects are analyzing some user"s private data
which can lead to misuse of somebody’s private data.

1.1.1 Security of Cloud from Data Mining

Cloud has a few security issues concerning affirmation and classification of information. A
client entrusting a cloud supplier may lose access to his information incidentally or forever
because of a doubtful occasion, for example, a malware ambush or system blackout. Such
an impossible occasion can do noteworthy harm to the clients. Secrecy of client information
in the cloud is a huge concern. There is a wide mixed bag of security issues identified with
distributed computing however these issues have been classified into 2 general
classifications: Security issues visaged by cloud suppliers and security issues visaged by their
clients.

As a rule, the supplier may as well verify that their framework is secure inasmuch as the
customer might as well determine that the supplier has taken the right efforts to establish
safety to defend their information. Distributed computing could display diverse dangers to
an organization than old IT results. Cloud security contemplations are characterized into any
mixed bag of extents and these sizes are aggregative into 3 general zones: Security and
Privacy, Compliance, and Legal or composed understanding issues.

Data security is not limited to securing it in cloud but also providing security methods while

the data is on move, being transferred. The existing encryption methods used by clouds are
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not anymore enough because encryption keys are not known to the customers, and are
managed off-cloud which can cause problems. A lot of data mining based attacks can be
helpful for intruders to derive useful and sensitive information. With the availability of so
many data mining tools and algorithms, it is now relatively easy to mine information from
data centres in clouds, mostly public clouds. My implementation process first shows how it
is possible to apply mining on files available in the cloud by the service provider.

To secure data from the cloud service provider the user (here admin.) uses the proposed
model, according to which virtual partitions are created in the cloud. Each file which is
uploaded is divided into multiple small segments and segregated in these virtual partitions.
Breaking down the file in segments which are distributed in the partitions helps to thwart

any mining based attack and forms an effective security technique.
2. PROPOSED SOLUTION TO PREVENT DATA MINING ATTACKS ON CLOUD

Distributing data affects all mining algorithms, like prediction algorithm also gives
misleading results because numbers of observations are less. Segregation of data reduces
the number of available data and affects the results. It changes the result of clustering
algorithm as well as the clusters and cluster heads move away from the original ones.
Regression analysis also requires many variables which in turn require number of sample
cases, which is obviously not available. To make data more secure public cloud service
providers can make user access policies, which will enable only authorized users to access
their own data, and not by anyone else.

It is proposed to implement cloud security aspects for data mining by implementing cloud
system. After implementing cloud infrastructure for data mining for cloud system, security
measure for data mining in cloud will be evaluated. Threats will be fixed in data mining to
Personal/private data in cloud systems.

Cloud based systems saves data off multiple organizations on shared hardware systems.
Data segregation is done by encrypting data of users, but encryption is not complete
solution. Data can be segregated by creating virtual partitions of data for saving and
allowing user to access data in his partition only. Malicious activity monitoring is a tough
task in cloud system as logging data might be spread over multiple hosts and data centres.
Restricting users to their own virtual partition will not only allow logs to be dispersed

allowing access to logs for monitoring easily.
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User access is another major concern in restricting user access is a major challenge in cloud
based storage system. Use of virtual partition and enhanced user access control in cloud
system will allow us to improve data security. Enhanced Cloud system will be compared with
existing secure cloud systems. Then this enhanced system with security will be compared

with performance & ease of use.
3. CONCLUSION

In this paper, the impact of data mining on Cloud is discussed and a distributed structure to
eliminate mining based privacy threat on cloud data is introduced. The proposed approach
combines categorization, fragmentation and distribution, and prevents data mining by
maintaining authentication, splitting data into segments and storing these storing this data
into virtual zones. The proposed system provides an effective way to protect privacy from
mining based attacks; it also overcomes the shortcomings of the previous model. In the
earlier approach where data is distributed to various cloud service providers, which
degrades system performance, for example if the client needs to access all data frequently
then there is performance overhead. Centralizing data instead of distributing it to multiple
cloud service providers also saves cost and is time- efficient.

Our approach combining categorization, fragmentation and distribution, prevents data
mining by maintaining privacy levels, splitting data into chunks and storing these chunks of
data to appropriate cloud providers.

Although the proposed system provides an effective way to protect privacy from mining
based attacks, it introduces performance overhead when client needs to access all data
frequently, e.g. client needs to perform a global data analysis on all data. The analysis may
have to access data from multiple locations, with a degraded performance. In future, we

look forward to improve our system by reducing such overhead.
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