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Abstract 
 

In India, Video surveillance plays an important role in today's world. Technology has 
evolved tremendously as artificial intelligence, machine learning and deep learning become 
mainstream. Using a combination of the above, there are various systems that help in 
distinguishing different types of suspicious behavior from live videos. The most unpredictable 
thing is the behavior of a person and it is very difficult to find out whether it is suspicious or 
normal. A deep learning approach is used to detect suspicious or unusual activity in the 
academic environment and send alert messages to the appropriate authorities if suspicious 
activity is detected. Surveillance is often done using a series of frames captured from a video. All 
frames are divided into two parts. In the first part, the features are calculated from the video 
frames, and in the second part, based on the extracted features, the classifier predicts the class 
as suspicious or normal. 

Keywords: Suspicious Activity, Video Surveillance, Deep Learning, Anomaly detection, RNN, 
CNN, LSTM. 

 

INTRODUCTION 
 
A finds many applications in real-world human behavior recognition, intelligent video 

surveillance, and shopping behavior analysis. The advantages of video surveillance include 
effective surveillance, less labor, cost-effective surveillance capabilities, adoption of new 
security trends, etc. Now tracking is done by humans. Because we are dealing with a large 
amount of video data, it is easy for people to feel overwhelmed and manual intervention will 
also introduce errors. It greatly affects the efficiency of the system. This is solved by automating 
video surveillance. Human behavior detection in video surveillance systems is an automated 
way to  

 
easily find suspicious objects activity. Airports, Railway Stations, Banks, Offices, Exam Halls 

etc. There are several effective algorithms to automatically detect human behavior in public 
spaces such as video surveillance for artificial intelligence, machine learning and deep learning. 
Artificial intelligence helps computers think like humans. An important component of machine 
learning is learning from training data and predicting future data. Today, there are GPU 
(Graphics Processing Unit) processors and large databases, so the concept of deep learning is 
used. 

 
The combination of computer vision and video surveillance will ensure public safety and 

security. Computer vision techniques include the following steps: environment modeling, 
motion detection, moving object classification, tracking, behavior understanding and 
interpretation, and data fusion from multiple cameras. This method requires a lot of work to 
extract features in different video sequences. Supervised and unsupervised classification 
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methods. Supervised classification uses manually defined training data, while unsupervised 
classification is fully computer-driven and does not require human intervention. 
 

In India, crime is increased daily in various forms/Methods. It is necessary to control these 
activities. Hence, we required control mechanism to stop these or we can have system, which is 
able to detect criminal activities before crime happens. This proposed system will use to Human 
activities can be monitored in sensitive and public areas by video surveillance. Find out whether 
activity is suspicious or normal. Send alert messages to the appropriate authorities if suspicious 
activity is detected. 

 
1. Crime Prediction: By analyzing historical crime data and patterns, the system can predict 

potential crime hotspots, helping law enforcement agencies allocate their resources more 
efficiently and proactively respond to potential criminal activity. 

2. Real-Time Monitoring: The system constantly monitors live feeds from surveillance 
cameras and other sources to identify ongoing criminal activities, enabling law enforcement 
to respond promptly and prevent crimes from escalating. 

3. Anomaly Detection: The AI system can detect unusual behaviors or patterns that deviate 
from normalcy, which may indicate criminal activities like burglaries, thefts, or other 
suspicious activities. 

4. Forensic Analysis: The system can assist in forensic investigations by rapidly processing 
vast amounts of data and providing valuable insights to law enforcement agencies to help 
solve crimes more effectively. 

5. Social Media Monitoring: With the prevalence of social media, criminals often leave digital 
footprints. The system can analyze social media content to track potential threats, monitor 
gang activities, and gain insights into criminal networks. 

6. Alerts and Notifications: Whenever the system identifies a potential crime or suspicious 
behavior, it generates real-time alerts and notifications, allowing law enforcement 
personnel to take immediate action. 

 
It is important to note that an AI-Based Automatic Crime Detection System is designed to 

augment the capabilities of law enforcement agencies and not replace human judgment. Law 
enforcement officers remain an integral part of the decision-making process and validate the 
system's outputs before taking any actions. 

The deployment of such advanced crime detection systems raises important considerations 
related to data privacy, ethics, and bias. Ensuring that the AI algorithms are fair, transparent, 
and respectful of individuals' privacy rights is crucial to maintaining public trust and 
acceptance. 

In conclusion, the AI-Based Automatic Crime Detection System represents a significant leap 
forward in law enforcement technology, enabling more efficient crime prevention and enhanced 
public safety through the power of artificial intelligence and real-time data analysis. 

 
 

MATERIAL AND METHODS 
 
1. Dataset & Pre-processing 

 Dataset: 

 
Phase 

No. Of Samples  
Percent

age 
Abnorm

al 
Normal 
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Training 112 126 70% 

Validatio
n 

24 27 15% 

Testing 24 27 15% 

Total Samples Of Normal Activity : 180  

Total Samples Of Abnormal Activity : 160 

Total Samples : 340 

 
Note: This dataset will be strengthened in future. 
Normal Activity: Boxing, Handclapping, Handwaving, Jogging, Running, Walking 
Abnormal Activity: Fighting, Harassment, Slapping, Punching, Shooting, Attack with 
Weapons, Forcefully Hand or Head Catch, Falling, Coercion. 
 

 Video detect 

 Video to frame conversion (using different methods)  

 Preprocessing: 

Some powerful image preprocessing techniques include noise reduction, contrast 

enhancement, image resizing, color correction, segmentation, feature extraction, etc.  

 

2. Machine Learning  

 Feature Classification 

 Machine learning models (CNN, RNN, LSTM etc.) 

 

CNN: 

CNN stands for Convolutional Neural Network, and it is a type of deep learning 

architecture widely used in machine learning and computer vision tasks. CNNs are 

specifically designed to process and analyze visual data, such as images and videos. They 

are inspired by the human visual system, which can detect patterns and features in a 

hierarchical manner. 

RNN: 

Recurrent neural networks (RNNs) are a class of neural network that are helpful in 

modeling sequence data. Derived from feed forward networks, RNNs exhibit similar 

behavior to how human brains function.  

LSTM: 

It is used for processing, predicting, and classifying on the basis of time-series data. Long 

Short-Term Memory (LSTM) is a type of Recurrent Neural Network (RNN) that is 

specifically designed to handle sequential data, such as time series, speech, and text. 

 

3. Activities 

 Result of Classification  
 Find Normal/Abnormal 
 Alert Generate 
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Fig. Flow of Process 

RESULTS AND DISCUSSION 
 

 
 

The aim of the project is to use CCTV videos for suspicious activities and to alert security in case 

of suspicious incidents. This is done by extracting features from the frame using CNN. After 

extraction, LSTM architecture is used to classify frames as suspicious or normal class.  

Collecting video sequences from CCTV footage, removing frames from films, pre-processing the 

images, creating training and validation sets from the datasets, and training and testing are the 

steps involved in establishing the entire system. The system notifies the appropriate authority 

through SMS when it detects suspicious behaviour. Python was used to develop the system on 

an open source platform. By registering a Twilio account and installing the Twilio library in 

Python, you can send SMS messages. Twilio enables programmatic sending and receiving of text 

messages, as well as making and receiving phone calls. 

 

Training: 

The videos used as input are from the dataset. Many videos of various suspicious and regular 

conduct have been gathered. Frames are retrieved from the recorded videos as part of the pre-
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processing procedure. VGG-16 is the pre-trained model that our system uses, and we employ its 

lessons to solve the challenge. Based on our needs, the final layer of this model was deleted, and 

LSTM architecture is employed for classification. It has been trained using our dataset. For 

testing, CCTV video footage of various circumstances is taken and rendered into frames. The 

trained model receives the stored frames, and then the classifier determines whether the video 

depicts suspicious or typical activity. 

 
Testing: 

Test Data:  

Gather a diverse and representative dataset that encompasses different types of crime 

incidents, environmental conditions, lighting variations, and other relevant factors. This dataset 

should cover a wide range of scenarios to ensure the system's effectiveness. 

Integration Testing:  

If the system is designed to integrate with existing law enforcement or emergency services 

systems, test the integration to ensure seamless communication and data sharing. Verify that 

the system can properly interface with external systems and provide timely notifications or 

alerts as needed. 
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